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sub- sub-sub-
cate o cate o cate o evidence author a es notes 

data raw temporal "interpret individual events and sequences of eve nts" Fink 47 .5 

~ data "enable mu ltip le, simultaneous investigat ions and informat ion 
design guidelines ma nagement large displays foraging ... solutio n space for organizing data" Fink 45 

"visualizations ... cannot handle the amount of data" & "slow 
database access, update, and retrie val causes slow refresh" & ~ "analysts expect the data vo lume to increase by several 

design guidelines data scalability orders of magn itude in the fut ure" Fink 47,47 .5 I Visualization designers must consider carefully how much data l to store , how long to store it , and how to provide timely w access to 
data that is needed . Perhaps an adaptive strategy that 

---------
predictively 
fetches data associated with features like the ones the user 
has 

design guidelines data storing most recently investigated would help . Fink 47 
"user requi rements should apply to the design of CND 
visualization tools" & "needs of human analysts will remain a 

design guidelines human factors critical component" D'Amico 20 

design guidelines int erop erability ease of input and output from the tool D'Amico 35 
"identifying more effective, abstract concepts to be visualized" 
& "network manager needs a higher-level (and different) view" 
& "visualization must understand the various perspectives of 

design guidelines perspect ive/role the different users" Erbacher 207,207 .5 

design guidelines proven ance management of evidence and analysis D'Amico 35 

design guidelines report findings support for report building D'Amico 35 
"One simple, but effective visual cue observed in t he CTA was 
an alert management system that used color to ref lect the 

design guidelines show alert status color status of the alert ." D'Amico 34 

design guidelines show context "value of ... conte xtual data immediately available for viewing" D'Amico 35 

design guidelines tem plating "ability to set up templates to handle different situations" Erbacher 207.5 
Analysts need tools that interoperate . Their tools (and queries) 
are highly specialized, and they spend much of their time 

t ools t hat joining 
design guidelines interop erate data table s and t ranslating information between tools Fink 46.5 

"tutorial on how to get started ; not just the user's manual .... 
design guidelines tuto rial certification process so people can become certified" Erbacher 212 

"visuali zation should have a weight based on the accuracy of 
uncert ainty info" & "force -directed graphs where trust is the primary spring 

design guidelines visu alization force " Erbacher 210,212 
"visual analyti cs capabilities are needed to analyze and 
interpr et the data" & "interaction techniques are needed to 

design guidelines vi sual analytics focus the environment more on visual analytics te chniques" Erbacher 208 
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goal: generate good concepts and ideas for supporting 
some of the project's design requirements 

artifacts: ideas & sketches 
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~ CEO (decision-making) 

Goals Coordinate personnel and operations 

Knowledge Ope, ... .,.,. . ••••• Cyber eoo oo 
CyberSA Al!antian eoooo • . .. 

• How can we maintain ongoing operal ions? 

• What could happen if a critical system iis impacted? 

• What are the most critical systems at risk of attack? 
Key Questions 

• What cyber resources will be needed in the future? --------
Decisions 

~ Director of IT (decision-making) 

Goals Maintain cyber situational awareness 

Knowledge 
Oper-ns •••oo C)b•r •••oo 

CyberSA A-n •• ooo 
• Does this attack mattet? • Whal diid the bad guys do/take? 

Key Questions 
• How serious is the attack? 
• What do fi do about the attack? 

• lls it a good day oo the network? 
• How is my netwotrk different 

• Are there any negative effects? • from last -et? 

~ NOC Manager (information-synthesis) 

Goals Communicate impact on operations 
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• Does this a.ttack matter? • How sliJ:"essful wa.s the attack? 

Key Questiom 
• How serious is the attack? 
• Whal do I do about Ure attack? 

• Wlila! did the bad guys do? 
• WliTat dud the bad guys take? 

• Are there any nega.ti:ve effects? 
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~ Cyber Analyst (information-gathering) 

Goals Identify anomalous network behavior 
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TempciraJ Window 

• What does my network look like? • How was my network attacked? 
• What happened on the network • Wino iis attacking my network? 
• last night? What 's different? • Does this attack matter? 
• Is something bad happening? • What did the bad guys do? 
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goal: concretize ideas into tangible prototypes which 
are approx imations of a product in some aspects 

artifacts: prototypes 

1) set an achievable goal 
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goal: concretize ideas into tangible prototypes which 

are approximations of a product in some aspects 

artifacts: prototypes 

1) set an achievable goal 
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goal: bring a prototype into effective action in order to 
support real world users' work & goals 

artifacts: visualization system 

1) pinpoint a target audience 

who ; • r '(, (, c. t f. r goals I 1 ' 

~ ~ --n ,, 
' ' ' r - " .. ,.;? 

_.. j..Yld\_o/_sh l Y"l~.,,~er:5" ct.+ a_ 
~ lve1' or_; o..nf-l'Qt-io >I 

- {.fl n 'f\,e_d--h, r f ve-_/ t-lf~~ j do_t3.-

: : f > "" .: .., ,•r C .4ei..~ ' 
' ) . 

3) improve points of integration 
,, J , r ,.J . " 

ft l ·- r " 

----s1e-d "Y f1t1:,n ;P,c.es5!;:J .scrr.p 

- UIYlr--c+eJ ci.o..'t"3... .>ti>~e 

~ l,O'\l\fv. ~ Jo. ta_ f))t.:>ll+b.r h a.ck 
- srvyi (-ft~I 6-U-"Yi' Cf'eA-#'on o.P- J.a,s~~,,1.,_: 

~t-A_ 5ou_YCg :=~ 

2) fix usability concerns 

. . , o _ easter ro usl'.' .Vf'rJt t. '2mc. ., ~ 
• • t •n • fl L 'tw. k__r/ -· • '-J ., JStr ,t1) . 

!! 

f Uf1rtrt e4 ~Sei. b tJ(,, sht,J/ 
wfth ~#t U5frf (_ 1 -totztl) 

4) refine the aesthetics 

, 1" 

,. , , t ,5 .;, '~( '_ r"<'K( • ""i< ~ L , r 7 

- Jo n,e. -¼ ro ~ho lt t- -fJ,c:._ 

~ G n ,(l:)~>.J 

--- mti.ek. ie.~n»./ ii~ n1ore_ 

f fli'nil\e-,d-i-+~r ~ h?-rvle-0" 

- r{Y\rrr'ved c.>ir chD~ w-TM 
uSeY -reeAba-c.k ._ ~~ 

5) consider a method to evaluate your system 
, ) 

us~1,1r7 sh&;: 

~\~u\ -4 (0 't,~ l~b~ 

6/1~ .,uAJd ~ DY\_ cte tlrt ~ric:l ( h i-e,k -f" 

ver7 v+en,.+rve-pnoc:e-~ 
~r7eJ {p a.vi ..oYJ~1.riJ'~¾t1 



cu 
I. 
0 u 

V) 

b-~~-~ 
\ ~ 

BubbleNet's score: 75 / 100 

System Usability Score by User 

100 90 
80 80 

85 

72.5 

68 - - 1111111!' -

42.5 

0 

Al A2 A3 A4 AS Ml 

Analysts 

80 77.5 

• 

M2 M3 M4 

Managers 



# 1-3 

De 
000 

goal: bring a prototype into effective action in order to 
support real world users' work & goals 

artifacts: visualization system 

I) pinpoint a target audience 2) fix usability concerns 
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